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Spam Test Result

Not bad. Some inboxes might still refuse you

2  Subject: Test

~ Click here to view your message

From : Murray Fries <murray@murraysgarage.ca>
Bounce address : murray@murraysgarage.ca

~ Source

https://www.mail-tester.com/test-cipxioxj7

Score :

6/10

® Received 1 minute ago
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7/5/23, 4:11 PM Spam Test Result

Received: by mail-tester.com (Postfix, from userid 500)

id 324959FD92; Wed, 5 Jul 2023 22:09:30 +0200 (CEST)
X-Spam-Checker-Version: SpamAssassin 3.4.2 (2018-09-13) on mail-tester.com
X-Spam-Level: *

X-Spam-Status: No/2.0/5.0
X-Spam-Test-Scores: PYZOR_CHECK=1.985,RCVD_IN_DNSWL_BLOCKED=0.001,

SPF_HELO_NONE=0.001,SPF_NONE=0.001
X-Spam-Last-External-IP: 162.213.255.55
X-Spam-Last-External-HELO: serverl48-5.web-hosting.com
X-Spam-Last-External-rDNS: serverl48-5.web-hosting.com
X-Spam-Date-of-Scan: Wed, 05 Jul 2023 22:09:30 +0200
X-Spam-Report:

* 0.0 RCVD_IN_DNSWL_BLOCKED RBL: ADMINISTRATOR NOTICE: The query to

* DNSWL was blocked. See

* http://wiki.apache.org/spamassassin/DnsBlocklists#dnsbl-block
* for more information.

* [162.213.255.55 listed in list.dnswl.org]

* 0.0 SPF_HELO_NONE SPF: HELO does not publish an SPF Record
* 0.0 SPF_NONE SPF: sender does not publish an SPF Record
* 2.0 PYZOR_CHECK Listed in Pyzor
* (https://pyzor.readthedocs.io/en/latest/)
Received-SPF: None (no SPF record) identity=mailfrom; client-ip=162.213.255.55; helo=serverl48-5.web-hosting.com; envelope-
from=murray@murraysgarage.ca; receiver=test-cipxioxj7@srvl.mail-tester.com
DMARC-Filter: OpenDMARC Filter v1.3.1 mail-tester.com 4485E9FB87
Authentication-Results: mail-tester.com; dmarc=none header.from=murraysgarage.ca
Received: from serverl48-5.web-hosting.com (serverl48-5.web-hosting.com [162.213.255.55])
(using TLSv1.2 with cipher ECDHE-RSA-AES256-GCM-SHA384 (256/256 bits))
(No client certificate requested)
by mail-tester.com (Postfix) with ESMTPS id 4485E9FB87
for <test-cipxioxj7@srvl.mail-tester.com>; Wed, 5 Jul 2023 22:09:28 +0200 (CEST)
Received: from cpe@030443c028e-cm9050cac5e700.sdns.net.rogers.com ([99.225.228.216]:58423 helo=smtpclient.apple)
by serverl148.web-hosting.com with esmtpsa (TLS1.2) tls TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
(Exim 4.96)
(envelope-from <murray@murraysgarage.ca>)
id 1gH80T-00Ctdn-1n
for test-cipxioxj7@srvl.mail-tester.com;
Wed, 05 Jul 2023 16:09:25 -0400
From: Murray Fries <murray@murraysgarage.ca>
Content-Type: text/plain
Content-Transfer-Encoding: 7bit
Mime-Version: 1.8 (Mac 0S X Mail 16.0 \(3696.120.41.1.3\))
Subject: Test
Message-Id: <4C293528-3440-4A2F-A7F0-D13823893C5A@murraysgarage.ca>
Date: Wed, 5 Jul 2023 16:09:19 -0400
To: test-cipxioxj7@srvl.mail-tester.com
X-Mailer: Apple Mail (2.3696.120.41.1.3)
X-AntiAbuse: This header was added to track abuse, please include it with any abuse report
X-AntiAbuse: Primary Hostname - serverl48.web-hosting.com
X-AntiAbuse: Original Domain - srvl.mail-tester.com
X-AntiAbuse: Originator/Caller UID/GID - [47 12] / [47 12]
X-AntiAbuse: Sender Address Domain - murraysgarage.ca
X-Get-Message-Sender-Via: serverl48.web-hosting.com: authenticated_id: murray@murraysgarage.ca
X-Authenticated-Sender: serverl48.web-hosting.com: murray@murraysgarage.ca
X-Source:
X-Source-Args:
X-Source-Dir:
X-From-Rewrite: unmodified, already matched

~ SpamAssassin thinks you can improve

The famous spam filter SpamAssassin. Score: -2.
A score below -5 is considered spam.

-1.985 PYZOR_CHECK Similar message reported on Pyzor (https://www.pyzor.org)
https://pyzor.readthedocs.io/en/latest/
Please test a real content, test Newsletters will always be flagged by Pyzor
Adjust your message or request whitelisting (https://www.pyzor.org)

-0.001 SPF_HELO_NONE SPF: HELO does not publish an SPF Record
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-0.001 SPF_NONE SPF: sender does not publish an SPF Record

~ You're not fully authenticated

We check if the server you are sending from is authenticated

~ [SPF] murraysgarage.ca does not allow your server 162.213.255.55 to use murray@murraysgarage.ca

Sender Policy Framework (SPF) is an email validation system designed to prevent email spam by detecting email spoofing, a common vulnerability, by
verifying sender IP addresses.

You do not have a SPF record, please add the following one to your domain murraysgarage.ca:

v=spfl a mx ip4:162.213.255.55 ~all

The Name Server handling the domain name murraysgarage.ca is dns1.registrar-servers.com.

Need guidance? View guides for each host.

Verification details:

dig +short TXT murraysgarage.ca :

dig +short SPF @dnsl.registrar-servers.com. murraysgarage.ca :

spfquery --scope mfrom --id murray@murraysgarage.ca --ip 162.213.255.55 --helo-id server148-5.web-hosting.com :
e none
e murraysgarage.ca: No applicable sender policy available
e murraysgarage.ca: No applicable sender policy available
e Received-SPF: none (murraysgarage.ca: No applicable sender policy available) receiver=ns303428.ip-94-23-206.eu;
identity=mailfrom; envelope-from="murray@murraysgarage.ca"; helo=serverl48-5.web-hosting.com; client-ip=162.213.255.55

~ Your message is not signed with DKIM

DomainKeys Identified Mail (DKIM) is a method for associating a domain name to an email message, thereby allowing a person, role, or organization
to claim some responsibility for the message.

~ You do not have a DMARC record

A DMARC policy allows a sender to indicate that their emails are protected by SPF and/or DKIM, and give instruction if neither of those
authentication methods passes. Please be sure you have a DKIM and SPF set before using DMARC.

You do not have a DMARC record, please add a TXT record to your domain _dmarc.murraysgarage.ca with the following value:

v=DMARC1; p=none
Verification details:

e mail-tester.com; dmarc=none header.from=murraysgarage.ca
e From Domain: murraysgarage.ca
e DKIM Domain:

v Your server 162.213.255.55 is successfully associated with server148-5.web-hosting.com
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Reverse DNS lookup or reverse DNS resolution (rDNS) is the determination of a domain name that is associated with a given IP address.
Some companies such as AOL will reject any message sent from a server without rDNS, so you must ensure that you have one.
You cannot associate more than one domain name with a single IP address.

Here are the tested values for this check:
e IP: 162.213.255.55
e HELO: serverl48-5.web-hosting.com
e rDNS: serverl48-5.web-hosting.com

v Your domain name murraysgarage.ca is assigned to a mail server.

We check if there is a mail server (MX Record) behind your domain name murraysgarage.ca.

MX records (murraysgarage.ca) :

e O mail.murraysgarage.ca.

v Your hostname server148-5.web-hosting.com is assigned to a server.

We check if there is a server (A Record) behind your hostname server148-5.web-hosting.com.

A records (serverl48-5.web-hosting.com) :
e 162.213.255.55

~ Your message could be improved

Checks whether your message is well formatted or not.

There is no html version of your message.

v You have no images in your message

ALT attributes provide a textual alternative to your images.
It is a useful fallback for people who are blind or visually impaired and for cases where your images cannot be displayed.

v Your content is safe

Checks whether your message contains dangerous html elements such as javascript, iframes, embed content or applet.

v We checked if you used an URL shortener system.
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Checks whether your message uses URL shortener systems.

~ Your message does not contain a List-Unsubscribe header

The List-Unsubscribe header is required if you send mass emails, it enables the user to easily unsubscribe from your mailing list.

Your message does not contain a List-Unsubscribe header

~ You're not blacklisted

Matches your server IP address (162.213.255.55) against 24 of the most common IPv4 blacklists.

Not listed in Spamhaus SBL Advisory
Not listed in Spamhaus PBL Advisory
Not listed in IMP-SPAM

Not listed in LashBack

Not listed in REDHAWK

Not listed in SORBS (last 28 days)
Not listed in SEM-BLACK

Not listed in SWINOG

<

https://www.mail-tester.com/test-cipxiox;7

Not listed in Spamhaus CSS Advisory
Not listed in Barracuda

Not listed in BACKSCATTERER

Not listed in mailskipe

Not listed in SORBS (Relay)

Not listed in SPAMCOP

Not listed in RATS-ALL

Not listed in GBUdb Truncate

mail’ tester

Not listed in Spamhaus XBL Advisory
Listed as NOBL in Hostkarma ( +0.5)
Not listed in China Anti-Spam Alliance
Not listed in NiX Spam

Not listed in SORBS (last 48 hours)

Not listed in SEM-BACKSCATTER

Not listed in PSBL

Not listed in Weighted Private Block List

Your lovely total: 6/10
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https://www.mail-tester.com/
https://www.spamhaus.org/sbl/
https://www.spamhaus.org/css/
https://www.spamhaus.org/xbl/
https://www.spamhaus.org/pbl/
http://barracudacentral.org/rbl
http://ipadmin.junkemailfilter.com/remove.php
http://antispam.imp.ch/
http://www.backscatterer.org/index.php
http://www.anti-spam.org.cn/
http://blacklist.lashback.com/
http://mailspike.net/
http://www.heise.de/ix/nixspam/dnsbl_en/
https://www.redhawk.org/SpamHawk/
http://www.sorbs.net/lookup.shtml
http://www.sorbs.net/lookup.shtml
http://www.sorbs.net/lookup.shtml
http://spamcop.net/bl.shtml
http://spameatingmonkey.com/index.html
http://spameatingmonkey.com/index.html
http://www.spamrats.com/
http://psbl.surriel.com/
https://www.mail-tester.com/test-cipxioxj7
http://www.gbudb.com/truncate/index.jsp
http://wpbl.pc9.org/

